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On the 15th August 2024, we have y organised a Data ivity and Technical Briefing Session aims to empower participants with
the knowledge and skills necessary to implement the eHealth Medication Data Standards, and obtain medication data through a system interface
connected with eHealth. The session has attracted over 80 attandees, covering most RCH IT partners.

Objectives far the session is to facilitate RCH IT vendor/team understanding of the data and technical preparation and pre-requisite for obtaining
data from eHealth. Also to facilitate RCH IT and clinical team to interpret the data obtained from eHealth correctly and to identify system changes
that may be required in the RCH system to present correctly and use the data obtained from eHeaith

Download the presentation materials

16-Aug-2024

Briefing Session

Watch later
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On the 16th August 2024, we have organised an P i which aims to share with Residential Care Homes the

steps-by-steps processes of registering eHealth for their residents and other administrative processes essential for obtaining medication data from
eHealth. The session has successtully attracted over 280 RCH representativs and IT partners, yielding a frutful resuits.

Download the pr tation materials

Logistics and Supply Chain MultiTech R&D Centre
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Step-by-Step Preparation for
eHR Medication Data Download

Step 1 Step 2 Step 3 Step d
Submit Proposal i Testing and Approval
Submit eMedication Data

Download Proposal

Please read the folawing information for completing the request for madication data
Pleasa download he skR Data Dawniosa Proposal Form, fil in the required information,
2nd submit it te Hong Kang Logistics and Supply Chain MultiTech RRD Contre (LSCM)
(emadicationi@isem.hk

Residential Cara Homa (RCH) and IT vandors are advised to seek LSCMS advice and B
Quidancs when fling ot tha proposal form,

domnioad must be raquested by an RCH that has registersd eHRSS as a
[ ] Hoalthcim Provider and must provide justifications and valid use cases for
obtaining data fram eHRSS.

1. Purpose of Medication Data Download

Deseripticn of the existing workflow of medication
management in the RCH supported by the RCH IT
system and the ntended uses of the medication Sata

from eHRSS for the benefits of medication managsment
operaticn.

Destribe the benefits in terms of efliciency and qualty
improvement in overal medication management

Step-by-Step Preparation for
eHR Medication Data Download

Step 1 Step 2 Step 3 Step 4
Submit Proposal ini ive Preparation P ion P Testing and Approval

Medication Data Standard, System Security and
Other Preparation Procedures

The Residential Care Home (RCH) IT system vendor must implement eHRSS Medication
Data Standards and fulfil system interfacing specifications to ensure accurate
interpretation and use of data downloaded from eHRSS.

The RCH IT system must also achieve the required security standards and implement
the procedures for handling data obtained from eHRSS.

The RCH and RCH IT System must devise adequate internal security policies and
procedures for handling data obtained from eHRSS to provide approved healthcare

To fulfil the requi L an i Security Risk and
Audit (SRAA) should be carried out, and the report should be sent to eHRO.

2. Information Regarding RCH

Huimber of residents in the REH. For composite
submission far multiple ACH using the same RCH
system, please provide a list of RCHS and the aumber of
residents in each of the ACH.

practice i the
RCH{s)

& B

3. Information Regarding the RCH IT System
The technical model of the RCH IT system, whethes
ciaud o web-based or an-premise lacal instatation.

Whathar and tha nsmber of RCHs which have adopted
‘third-party medication systems, 4.4, automated
packaging, if army

Deszripticn of IT security measures and functions that
have been adopled.

4. Information Regarding Users of RCH IT System

furses, pharmacists, dispensers, and heslthcare

% humbar of healthcare professionais, including doctors,
assistants, e1c using the medication-related functions

Whather thare are any security or privacy sssessments

dong In the RGH systam in the past 2 years, if any, the
data of assessment and the consultancy firm carrying

Wihether the RCHIs) have registered eHRSS a5 an eHR
healthcare provider and the percentage of resigents
egistered s eHR healthcare recigients

List of festures of the RCH system, in genersl and in
particutar for medication management

Adoption of arry medication data standard or structure
of reference terminclogy in the existing system

m
o
@

@ User authentication means adopted [8.9. password, one-
time password or others)
EEEw

List of documents relevant to...

Related Form

Medication Data Standards

Security Standards

eHR Dispensing Record eHR Prescribing Record
provider (HCP) with the ic Health Record Providing i HSL (only 10 HCP

Sharmg System (eHealth) with more than one HSL)

Healthcare Recipient Index eHR Content Standard Guidebook @ @
provider (HCP) with the ic Health Record Providing i HSL (only to HCP

Sharlng System (eHealth) with more than one HSL)

eHR Content Codex Hong Kong Clinical Terminology Table @ @
provider (HCP) with the Health Record Providing HSL (only to HCP

Sharing System (eHealth) with more than one HSL)

Hong Kong Medication Terminology Table
provider (HCP) with the ic Health Record

Sharlng System (eHealth)

Portal for all relevant forms, requirements and specifications and links to eHealth.gov.hk




Step-by-Step Preparation for Data Downloading

3. Technical
Preparation

1. Data Standards
(HKCTT/HKMTT)

2. Interfacing Standards
(HL7 FHIR)

3. Security

- Security Checklist

- SRAA



Agenda

* |T Security Checklist walkthrough
e Security Upgrade Options
* Government funding for secured RCH system solution adoption



eHR Security Assessment Checklist
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eHR Security Assessment Checklist
for Clinical Data Download
[G72]
Version 1.0.1

IT Security Requirements:

1. General for healthcare providers
2. Large healthcare provider

3. Data download

4. Public Cloud for single HCP

5. Public Cloud for multiple HCPs



“RCH Management Solution with Secured eHealth Connectivity Capability”

IT Security Features IT System

Hardware and Software Security

1. Hardware and Software Security: installation of upgraded computer hardware and
wireless connection devices, enhancing physical security controls, and updating
antivirus, anti-malware software, and security patches.

Adoption of an Electronic Medical Record system (eMR) / RCH Management System with
key enhanced security features:

2. Robust user authentication (including strong password and 2-factor authentication
using iAm Smart authentication), access controls, and comprehensive logging for

monitoring and audit purposes.
Integrated encryption protocols for data at rest and in transit, along with enhanced

backup functionalities for data integrity and disaster recovery.

Securing network connections through VPNs, fixed IP internet addresses, IP filtering to
ensure the protection of data transmitted between users’” workstations and the eMR

system.
Regular Security Risk Assessment and Audit to ensure timely and continuous security

risk identification and rectification

Security Policies and Procedures
6. Development and adoption including user training for relevant policies and procedures
for proper use and monitoring of the use of the data in the eMR and handling of

personal data




Hypertext Transfer Protocol Secure (HTTPS)

Rationale for Using HTTPS:

HTTPS (Hypertext Transfer Protocol Secure) is essential for securing applications in the cloud. It encrypts data transmitted between a user's device
and the cloud server, safeguarding sensitive information like login details and personal data from interception, eavesdropping, and man-in-the-
middle attacks.

« Data Encryption: Utilizes SSL/TLS protocols to make data unreadable to unauthorised interceptors.

« Authentication: Verifies server identities to prevent users from connecting to fraudulent sites using certificates recognised by trusted
Certificate Authorities.

. Data Integrity: Ensures data remains unaltered during transmission, preventing tampering with user inputs or financial information.

Technical Setup:

« Certificate Acquisition: Secure an SSL/TLS certificate from a trusted Certificate Authority. Choose from various levels of validation based on
security needs and budget.

« Configuration: Install and configure the certificate on your server to enable HTTPS, ensuring all connections are secure.

Maintenance:

« Certificate Renewal: Regularly renew SSL/TLS certificates to maintain security credentials. Automate renewal processes with tools like Let's
Encrypt.

« Security Updates: Keep server software up-to-date to protect against vulnerabilities in SSL/TLS protocols and encryption methods.



HTTPS (Hypertext Transfer Protocol Secure)

Provider and User Consideration:

Provider: Enhancing trust and compliance through visible security measures like HTTPS can significantly boost the
provider's reputation and user confidence.

User Experience: With encryption technologies that minimize latency, users could benefit from enhanced security
without significant performance drawbacks.

Step-by-Step Guide for Setting Up HTTPS in an Ordinary Cloud Service

Setting up an HTTPS connection for a web application hosted on Cloud Services involves several key steps to ensure
secure communication between your users and the application. Here’s a simplified, step-by-step guide based on the
typical cloud service setup using Elastic Beanstalk and Application Load Balancers:

Step-by-Step Guide to Setting Up HTTPS:

1.

N

o 0 ko

Acquire an SSL/TLS Certificate: Use Cloud Service Certificate Manager to manage and deploy certificates

Configure the Load Balancer: Set up an Application Load Balancer to handle HTTPS requests, attaching your SSL/TLS
certificate.

Set Up Security Groups: Adjust security settings to allow HTTPS traffic on port 443.

Configure Your Application: Ensure encryption is extended to the server hosting the application if necessary.

DNS Configuration: Update DNS records to point to the load balancer.

Test and Validate: Confirm the setup by accessing the application via HTTPS and checking for security compliance.



Virtual Private Network (VPN)

Rationale for Using HTTPS:

A Virtual Private Network (VPN) is critical for securing remote connections to cloud-hosted applications. It creates a secure
tunnel between a user’s device and the cloud server, encrypting all transmitted data. The VPN aims to prevent unauthorised
access and ensure privacy and security for data exchange across potentially insecure internet networks.

. Data Encryption: Encrypts all data passing through the VPN, ensuring it remains inaccessible to unauthorised parties.

. Authentication: Establishes a secure connection by authenticating the user and the network, preventing unauthorised
access.

. Data Integrity: Protects data from being altered or intercepted during transmission, ensuring the reliability of the information
sent and received.

Technical Setup:

. VPN Gateway Creation: Set up a VPN gateway in the cloud environment to handle incoming VPN connections.

. Configuration: Configure VPN client software on users’ devices to connect to the VPN gateway. This involves setting up
security protocols and encryption methods.

Maintenance:

« Monitoring Connections: Regularly monitor VPN connections for security breaches or unauthorised access.

. Updating Software: Keep the VPN client and gateway software up-to-date with the latest security patches and updates.



Virtual Private Network (VPN)

Provider and User Consideration:

Provider: Implementing a VPN enhances the service provider's security profile, fostering trust among users and
clients.

User Experience: Users benefit from enhanced security. Although VPNs slightly reduce the connection speed due to
encryption processing, modern VPNs are designed to minimise this impact.

Step-by-Step Guide for Setting Up VPN in an Ordinary Cloud Service

Setting up a VPN connection for a web application hosted on Cloud Services involves several vital stepsto ensure a VPN connection for a

web application hosted on Cloud Services involves several vital steps to secure communication:

Step-by-Step Guide to Setting Up VPN:

1.

N
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Create a Virtual Private Gateway: Set up a VPN gateway in your cloud service manager to handle incoming VPN
connections.

Configure the Customer Gateway: On the user’s side, set up a customer gateway which could be a physical device or
software application.

Establish VPN Connections: Link the virtual private gateway to the customer gateway using VPN service.

Set Up Route Propagation: Adjust route tables to direct traffic through the VPN connection.

Security Group Configuration: Modify security groups to allow traffic only from the VPN connection.

Testing and Validation: Test the VPN connection for integrity and performance to ensure all configurations are
correctly set up.



Fixed IP Address, IP Whitelisting, and Geolocation Filtering

Rationale for Using Fixed IP Address, IP Whitelisting, and Geolocation Filtering:

Rationale for Using Combined Security Measures: Implementing a combined approach of fixed IP address connections, IP whitelisting, and
geolocation filtering significantly enhances the security of cloud-hosted applications. This multi-layered strategy ensures that only
authorised users from specific locations can access the application, reducing the risk of unauthorised access and potential cyber-attacks.

. Fixed IP Address Connection: Ensures that connectionsto the cloud service are stable and secure, coming from a known, unchanging IP
address.

. IP Whitelisting: Restricts access to the application to only those IP addresses that are pre-approved, blocking unauthorized IPs.
« Geolocation Filtering: Allows or blocks traffic based on geographic locations, adding an extra layer of security by ensuring that users are

accessing the application from expected regions.

Technical Setup:

. Network Configuration: Configure the cloud environmentto accept connections only from specific, static IP addresses.

« Implement IP Whitelisting: Set up access control lists on the application’s firewall or within the cloud service settings to allow only
whitelisted IP addresses.

« Geolocation Filtering: Integrate geolocation filtering tools or services that support blocking or allowing traffic based on geographic location.

Maintenance:

. Regularly Update IP Whitelists: Update the whitelists to include new IPs or remove ones that are no longer needed.
« Monitor and Adjust Geolocation Settings: Update the geolocation rules based on threat intelligence and user location data.

« Security Audits: Regularly audit the security settings to ensure that the measures are effective.



Fixed IP Address, IP Whitelisting, and Geolocation Filtering

Provider and User Consideration:

. Provider: This approach demonstrates a high commitment to security, potentially increasing trust among users and
clients, particularly those in sensitive industries.

. User Experience: While this method enhances security, it may restrict access for users accessing the cloud service
outside specified locations.

Step-by-Step Guide for Setting Up VPN

Setting up a VPN connection for a web application hosted on a cloud service involves several key steps to secure
communication:

Step-by-Step Guide to Setting Up VPN:

1. Configure Fixed IP Addresses: Set up Elastic IPs to assign static IP addresses to your infrastructure.

2. Implement IP Whitelisting: Use security groups and network access control lists to allow traffic only from whitelisted
IP addresses.

3. Set Up Geolocation Filtering: Integrate with your applications and define geolocation rules that align with your
security policies.

4. Security Group and Network ACL Configuration: Adjust security groups and ACLs to enforce the policies set by IP
whitelisting and geolocation filtering.

5. Testing and Validation: Test the configuration thoroughly to ensure that only authorised accesses are allowed and that
all filters work as expected.



Comparison of HTTPS, VPN and IP Filtering/Whitelisting

Protection Level

Set up cost

Subscription cost

Set up effort

Maintenance effort

End user experience

Scalability

High on data in transit

Low

Low to free

Set up features of most
cloud solution

Renewal of certificates

Seamless

High

High on data in transit

Moderate
Open VPN vs Cloud VPN

Moderate to high
(Cloud VPN)

Manual set up of VPN
gateway and connections
and VPN Client

Server and Client-side
configuration

Good. Could support
remote access

Medium

Fixed IP +

Filtering/Whitelisting
High on data in transit

Moderate and required
subscription of fixed IP
communication line

Moderate

Manual configuration of
network rules and
whitelisting policies

Filtering and whitelisting
criteria

Seamless with minimal
latency

Medium



Setting up a (“Strong”) Password could be Frustrating
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N
N Password Creation: 3 Ways To Make It Easier

Katie Sherwin I'_T'I Share
April 26,2015

Summary: By making password requirements visible upfront, allowing users to
unmask the password, and showing a strength meter, designers can improve the

frustrating user experience of creating a password.

For most people, the experience of creating a password is almost exactly the same as it was 20
years ago. Consider for a moment just how exceptional that is, given how much technology has
changed in that time. Picture a cell phone from 1995; remember its weight, antenna and tiny dark
display. Now picture current smartphones, with large touchscreens, HD cameras, and cloud
connectivity for infinite storage. It’s quite a different experience. And yet, coming up with and
remembering compliant passwords is as difficult as it was in 1995. (Password managers, which
generate random strings of characters and store them on the users’ behalf, and biometric
identifiers such as TouchlID are standout exceptions to an otherwise stagnant arena of user-
authentication technology.)

Lc _-.i-" M Logistics and Supply Chain MultiTech R&D Centre
=

. . R LRSS TR TR D
https://www.nngroup.com/articles/password-creation/
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1. Show the Rules

State the password requirements and ensure that the user can see them the entire time the field before and
when it is selected

- i.e. Password requirements should be visible when the user is creating the password

Don’t hide the rules and complain to the users when they are not successful
Don’t put the rules on a link/tooltip (most people won’t notice it or won’t bother expanding that link)
Don’t put the rules in the placeholders in the input field (the information will disappear exactly when it is most needed)

Password Confirm Password
Vel Sng~ T LR

Passwords must be at least 6 characters

¢ 6 - 20 characters (A-Z, a-z, 0-9 only)
and contain at least one letter and one Create Password O 6-2 a (A-Z az y
number. Passwords are case sensitive

* Re-enter Password

In these examples, password requirements are visible by default. The designs will vary depending on your site’s requirements, but
each of these examples successfully conveys the restrictions to the user in advance of their typing: TrueBlue.JetBlue.com (top), These password requirements are revealed when the user activates the password field, either by tabbing, clicking, or tapping:
pplelectric.com (bottom). Firefox.com (top left), PayPal.com (top right), Alibaba.com (bottom).



2. Show the Input

Allow users to unmask the password. Seeing the password will support memory and will allow users to check
their work. Show password and let users toggle the visibility with a Hide password control.

Hiding a password increases the cognitive load, increasing error and reducing chance of successful password creation

My Account password My Account password
------------ nectonhec_atj
B ) Al least 6 alphanumenc characters
Show password ¥/ Show password

....ll........l Show password ‘

Hectorthecat1! Hide password ‘

These examples allow users to unmask the password: Lan.com (top), Yahoo.com (bottom).


http://www.nngroup.com/articles/stop-password-masking/

3. Show the Strength Meters

Motivate people to create better passwords by showing how secure the password is and whether all

requirements are fulfilled

It gives a visual feedback to the progress of fulfilling the password requirements while it is being invented

My Account password
- L
Security level of this password: Not very secure
\l loast 6 alohanumaric e
Show password

Password « Personalize your deals
{ S « Book faster
L 1 1 [ | [ ]
Ilsu'ong

S¢ Include capital letters, special characters, and numbers to increase your password strength

Strength meters encourage users to create stronger passwords: Lan.com (top), Booking.com (bottom).

Password

Confirm Password

Security Questions

Password must:
O Have at least one lower case
character
O Have at least one capital letter
® Have at least one number

Select three security question

identity should you forget yot

Security Question

Answer

Security Question

Answer

These password requirements indicate progress towards meeting all the criteria: ApplelD.Apple.com (top), Healthcare.gov (bottom).

® Your password must not contain
more than 2 consecutive
Ple identical characters.
T ® Not be the same as the account
name
® Be at least 8 characters

Not be a common password
Ple

your



Example of Password Requirment Plugin

JQuery Password Requirements Plugin
Example

The minimum password length is 8
characters and must contain at least 1

lowercase letter, 1 capital letter 1 number
and 1 special character.

# of characters
Lowercase letter
Capital letter

Number

(ol BN BN BN

Special character X [0 Premium Application softwar...

https://www.jqueryscript.net/demo/validate-password-requirements/?
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2 Factor Authentication with iAM Smart
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T Transaction Record Home 2025-07-02 17:30
v 14:56 ¢ » 14:56 ¢
n iAM Smart @ English < W oHoalth = < Wi oHzalth
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Loghnta oo Sl e Computerised Transaction Record

Login to Computerised Transaction Record

BOMAE

User ID* Forgot User ID Log in with iAM Smart :

DRNEBA

. ah \ . T~ a
g o +
1. Please open iAM Smart App in your mobile . Py B [\,/ B 7 & Computerised Transaction Record

M Smart

Password * Forgot Password -
2. Tap the scan button in iAM Smart App ‘

.
.
S BN
2 Scan QR Code . Y ".
Al
i

3. Scan the QR Code $ -

Not yet a member? S

@ Login with iaM Smert

More info >
>
HUH
| KENG
e
Wi weas 20/ %
2024 © Drug Office [TBC] | Important Notices ~ Privacy Policy ~ Sitemap Last revision date: 2 April 2024
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Steps Towards Successful Data Download Pilot

SR

. Submit application for data download

. Submit the RCH lists using your system

. Select pilot RCH(s) for preparation

Prepare your system for data download UAT
Prepare your system for SRAA

Work with your RCH clients for PIA

> v AW N e

Next Briefing Session:
Data Preparation (Advanced) and iAm Smart Authentication 4 Oct 2024 10:00 to 12:00 noon


https://emedication.lscm.hk/assets/e-Medication-Data-Download-Request-Form.pdf
https://emedication.lscm.hk/assets/rch-list.xltx
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